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Nastavenie dvojfaktorového overovania v
Microsoft 365

Upozornenie: Viacfaktorové overenie je vyZadované pre prihlasenie do aplikacii Office 365 (
Outlook, SharePoint, Teams, Word, Excel a i. ) na novom zariadeni (pocita¢, notebook, smartfén a
pod.) pri pristupe z inej siete (napr. z domu) a pri prvom prihlaseni z univerzitnej siete
(eduroam). Overenie sa vyzaduje raz za 180 dni na jednotlivych zariadeniach alebo vzdy po
odhlaseni z Uctu. Preto odporicame, ak budete vyzvani, ¢i chcete zostat prihlaseni, vyberte
moznost ,Ano“. Tymto spdsobom zniZite pocet poZiadaviek na dvojfaktorové overenie.

Vyber autentifikacnej metody

Po zapnuti dvojfaktorového overovania pre Vas ucet je nutné vykonat prvotné nastavenie. V
ramci prvotného nastavenia mate na vyber niekol'’ko moZnosti:

e Overovaci telefon (SMS sprava) - bezplatné dorucenie kédu formou SMS alebo
hovorom na Vase telefénne Cislo.

o Telefén do kanceldrie - telefonat na teleféonne Cislo Vasej kancelarie.

e Mobilna aplikdcia - schvalenie prihlasenia pomocou mobilnej aplikacie Microsoft
Authenticator, ktora je dostupna na platformach Android a i0S.
Poznamka: V pripade zvolenia tejto metdédy je vhodné nainstalovat si Microsoft
Authenticator vopred. Odkazy na stiahnutia najdete tu.

Prvotné nastavenie

1. Stlatte tlacidlo ,Dalej".

Poznamka: V pripade, ak ste uz prihlaseni do svojho Uctu a nezobrazuje Vam okno na
d’alsie overenie zabezpecenia, je potrebné sa odhlasit a znova prihlasit. Po opatovnom
prihlaseni zvol'te moznost Dalej a postupujte podl'a nasledujicich krokov.

BT Microsoft

VyZaduju sa dalSie informacie

Vasa organizacia potrebuje na udrziavanie
zabezpecenia vasho konta dal$ie informacie

Pouzif iné konto

Dalsie informéacie

Dalej

2



Nastavenie dvojfaktorového overovania v M365 / Setting up two-factor authentication in M365

2. Ak chcete pouZit na overenie aplikciu, stlacte tlacidlo ,Dalej“. Ak e$te nemate stiahnutu
aplikaciu Microsoft Authenticator mézete kliknut na ,Stiahnut* a zobrazia sa Vam QR kddy
na jej stiahnutie (Google Play, App Store).

Ak chcete pouzit ini metddu, napriklad Overovaci teleféon (SMS sprava), stlacte moZnost’
,Chcem nastavit ini metédu“, ktora sa nachadza v 'avom dolnom rohu.

Zabezpecenie vasho konta

Vasa organizicia vyZaduje, aby ste si nastavili nasledujice met6édy na overenie totoZnosti.

Microsoft Authenticator

6 Zacnite stiahnutim aplikacie
V teleféne si nainstalujte aplikaciu Microsoft Authenticator. Stiahnut’

Po nainétalovani aplikicie Microsoft Authenticator do zariadenia vyberte polozku Dalej.

Chcem pouZivat' ind overovaciu aplikaciu
Dalej

Chcem nastavit’ inG metédu

Get the app on your phone

Scan the QR code with your Android or I0S mobile device.

Google Play App Store

Autentifika¢na metdda - overovaci telefon (SMS)

1. V pripade moZnosti Overovaci telefon si zvol'te predvolbu (Slovensko (+421)) a zadajte
svoje telefénne cislo.
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Telefon X

Svoju totoZnost mbZete overit tym, Ze si nechéte zavolat alebo
odoslat SMS spravu do telefénu.

Ktoré telefonne éislo cheete pouzit?

‘Slovensko (+421) w| Zadajte telefénne éislo

@ QOdoslat” mi kod cez SMS
O Zavolat mi

Mé2u sa Uétovat poplatky za spravy a Udaje. Vyberom polozky Dalej
vyjadrujete sthlas s podmienkami poskytovania sluzby a vyhlasenim o
ochrane osobnych udajov a siboroch cookie.

e | IR

2. Zvolte si sp6sob - Odoslat mi kéd cez SMS (odporucané).

3. Zadajte overovaci kéd z SMS spravy a kliknite na ,Dalej*.

Telefén P

Préve sme odoslali 6-miestny kod na ¢islo +421 . Zadajte
ho nizéie.

Zadajte kod

Znova odoslat’ kad

‘ Spat ‘

4. Stlacte tlacidlo ,Hotovo“.

Telefén X

° SMS sprava bola overena. Vs telefén bol Uspesne
zaregistrovany.

Autentifikacna metéda - mobilna aplikacia

4
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Microsoft Authenticator je bezplatna mobilna aplikacia, ktorej inStalacia je mozna z obchodov
s aplikdciami Google Play Store, Samsung Galaxy Store a Apple App Store na nasledovnych
odkazoch:

https://play.google.com/store/apps/details?id=com.azure.authenticator

https://galaxystore.samsung.com/detail/com.azure.authenticator

https://apps.apple.com/app/microsoft-authenticator/id983156458

1. V pripade ak ste stla¢ili tlac¢idlo “Dalej*, teda je zvolené overenie Mobilnou aplikaciou sa
Vam zobrazi nasledujtice okno. Znova stlacte tlac¢idlo ,Dalej".

Zabezpecenie vasho konta

Vasa organizacia vyZaduje, aby ste si nastavili nasledujice metédy na overenie totoZnosti.

Microsoft Authenticator

Nastavenie konta

Ak sa zobrazi vyzva, povolte oznamenia. Potom pridajte konto a vyberte polozku Pracovné
alebo skolské.

Chcem nastavit’ inG metédu

2. Ak eSte nemate stiahnutt aplikaciu Microsoft Authenticator, stiahnite si ju na VaSom
teleféne (napr. pomocou QR kédu ako bolo ukazané v prvej casti navodu).

3. Odsuhlaste prehlasenie o ochrane VaSich osobnych udajov.

5
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) ~
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Ochrana vasich osobnych tdajov
je dolezita

Zhromazdujeme potrebnu diagnostiku, aby

bola aplika stale zabezpecena a aktualna

Tato diagno

V nastaveniach aplikacie sa tiez mozete

olvek rozhodnut zdielat idaje

o pouzivani, ktoré nam pomdZzu Authenticator

vylepsit

Prehlasenie o ochrane osobnych ddajov

4. Kliknite na Pridat pracovné alebo skolské konto.

5. Naskenujte na telefone QR kod (V pripade, Ze bude aplikacia Ziadat o potvrdenie
pristupu ku kamere, kliknite OK).
Poznamka: Ak mate problém s naskenovanim QR kddu, je mozné taktiez vyplnit kod
a URL adresu.

6. V okne pre nakonfigurovanie mobilnej aplikacie kliknite na ,Dalej*.

7. Tlacidlo ,Dalej“ by malo mat sivii farbu. V mobilnej aplikacii zadajte &islo zobrazené na
obrazovke.

8. Nasledne sa tladidlo ,Dalej“ z kroku 7. sfarbi na modro a mézete ho stlacit.

9. V dalSom kroku je potrebné si zvolit 'ubovol'ny nazov pre heslo aplikacie s minimalnou
dizkou 8 znakov. Po stladeni tla¢idla ,Dalej sa VAm zobrazi vygenerované heslo, ktoré
sluzi na autentifikaciu predovSetkym v starSich verziach aplikacii. Z toho dévodu Vam
odporucame si heslo uchovat. Pokracujte stlacenim tlacidla ,Hotovo".
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Zabezpecenie vasho konta

Va3a organizacia vyZaduje, aby ste si nastavili nasledujice metody na overenie totoZnosti.

Metoda 2 z 2: Heslo aplikacie
Aplikécia Heslo aplikacie

Heslo aplikacie

Zacnite vytvorenim nazvu pre heslo aplikacie. To ho pomdZe odlisit od ostatnych.

Aky nazov chcete pouZit? Minimalna dizka je 8 znakov.

| lZada,'te nazov hesla aplikacie

10. V poslednom kroku kliknite na tlacidlo ,Hotovo"“.

Zabezpecenie vasho konta

Vasa organizacia vyzaduje, aby ste si nastavili nasledujlice metédy na overenie totoZnosti.

Uspech!

Vyborne! Uspeéne ste nastavili svoje informacie o zabezpeéeni. Vyberte polozku Hotovo a pokraujte v
prihlasovani.

Predvolens ) b
P

pr

7N
Microsoft Authenticator

11. V pripade, ak sa Vam zobrazi poziadavka na schvalenie prihlasenia, kliknite na ,Schvalit“
v mobilnej aplikacii.

Autentifikacna metoéda - Windows aplikacia

OTPKEY Authenticator je bezplatna Windows aplikacia, ktorej instalacia je mozna z obchodu
Microsoft Store na nasledovnom odkaze:

https://apps.microsoft.com/store/detail/XP9MCLIT4]FZ0B?ocid=pdpshare
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1. AKkuZ mate stiahnutt aplikidciu OTPKEY Authenticator, stlacte tlac¢idlo ,,Chcem pouZit
ind overovaciu aplikaciu“

Microsoft Authenticator X

Zacnite stiahnutim aplikacie
V teleféne si nainstalujte aplikaciu Microsoft Authenticator. Stiahnut’

Po nainstalovani aplikacie Microsoft Authenticator do zariadenia vyberte polozku Dalej.

o |

2. 'V pripade, ak ste stlacili tlac¢idlo ,,Chcem pouZit ind overovaciu aplikaciu“, teda je
zvolené overenie inou aplikaciou, sa Vam zobrazi nasledujtice okno. Teraz stlacte
tlacidlo ,Dalej“.

Chcem pouZivat ind overovaciu aplikaciu

Microsoft Authenticator ot

Nastavenie konta

Al sa zobrazi vyzva, povolte oznamenia. Potom pridajte konto a vyberte poloZku Pracovné
alebo Zkolskeé.

o |

3. Ak eSte nemate stiahnutd aplikaciu OTPKEY Authenticator, stiahnite si ju na VaSom

pocitaci (napr. z obchodu Microsoft Store, ktory sa nachadza v prvej ¢asti navodu pre
Windows aplikaciu).

4. V tejto Casti sa vam zobrazi okno s QR kddom ktory je potrebné naskenovat’ aplikaciou.
Otvorte aplikaciu OTPKEY Authenticator a v pravom hornom rohu kliknite na tla¢idlo
@ (biely krizik v kruhu), kde sa pridava novy autentifikator.

8
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Change

Account

Secret

Mode
Time-based OTP v

Algorithm
SHA-1 -

Digits
6 -

Period
30 v

5. Nasledne v pravom hornom rohu kliknite na tla¢idlo na skenovanie QR kédu.

6. Teraz sa Vam otvori skener QR kédov, ktory vam umozni naskenovat QR kéd zobrazeny
pri nastavovani druhého faktora vo vasom ucte. Staci posunut skener tak, aby zachytil
dany QR kod.

Poznamka: Ak mate problém s naskenovanim QR kodu, je mozné taktiez vyplnit potrebné
udaje rucne a to tak, Ze stlacite tlacidlo ,Nedari sa Vam naskenovat obrazok?“.

Nasledne v aplikacii do kolonky Issuer dopliite slovo Microsoft, do kolénky Account
dopliite svoj uCet na ktorom si nastavujete dvojfaktorové overovanie (napr.

Pomocou aplikacie Microsoft Authenticator naskenujte QR kod. Tym sa aplikacia Microsoft Authenticator
prepoji s vasim kontom.

Po naskenovani QR kédu vyberte polozku Dalej.

Of 0]
£ L

| Nedari sa vam naskenovat obrazok?

9
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meno.priezvisko@upjs.sk) a do kolénky Secret dopliite Tajny kl'a¢ ktory sa zobrazi pod
tla¢idlom ,Nedari sa Vam naskenovat obrazok?“

7. V okne pre nakonfigurovanie mobilnej aplikacie stlacte tla¢idlo ,ADD". Tu sa Vam
zobrazi 6-miestny kdd, ktory sa generuje kazdych 30 sekind.

Aplikacia Authenticator X

Zadaijte kod

Zadajte 6-miestny kod zobrazeny v aplikacii Authenticator.

Zadajte kod

‘ Spat ‘

8. Vokne s QR kédom stladte tla¢idlo ,Dalej“.

9. Vtomto kroku sa Vam zobrazi okno, kde si mdZete vyskasat funk¢nost overovania
druhym faktorom. Tlacidlo ,Dalej“ by v tomto okamihu malo mat sivu farbu. Funk¢nost
overovania druhym faktorom si mézete vyskusat tak, Ze zadate 6-miestny kéd
zobrazeny v aplikacii Authentificator.

10. Nasledne sa tla¢idlo ,Dalej“ z kroku 9. sfarbi na modro a mdzete ho stlacit.

11. V tomto okamihu je uz vSetko potrebné nastavené.

10
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Setting up two-factor authentication in
Microsoft 365

Please note: Multi-factor authentication is required for logging into Microsoft 365 applications
(Outlook, SharePoint, Teams, Word, Excel, etc.) on a new device (computer, laptop, smartphone,
etc.) when accessing from another network (e.g., home) and when logging in from the campus
network (eduroam) for the first time. Authentication is required once every 180 days on
individual devices, or whenever you log out of your account. Therefore, we recommend selecting
"Yes" when prompted if you wish to remain logged in. This will reduce the number of requests
for two-factor authentication.

Selecting an authentication method

After activating two-factor authentication for your account, you must perform the initial setup.
As part of the initial setup, you have several options to choose from:

e Verification phone (SMS message) - free of charge delivery of the code by SMS or call
to your phone number.

e Office phone - call to your office phone or mobile device.

o Authenticator App - sign-in approval using the Microsoft Authenticator mobile
application, which is available on Android and iOS platforms.
Note: If you choose this method, it is recommended to install Microsoft Authenticator in
advance. Download links can be found here.

Initial Setup

1. Press the “Next” button

Note: If you are already logged into your account and the window for further security
verification is not displayed, you need to log out and log in again. After logging in again,
select Next and follow the next steps.

11
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B® Microsoft
5251442@upjs.sk

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Next

2. If you want to use the application for verification, press the “Next” button. After clicking on
“Download now”, you will see QR codes for downloading the Microsoft Authenticator
application (Google play, App Store).

If you want to use another method, such as Verification Phone (SMS message), press the "I
want to set up a different method" option located at the bottom left corner.

Keep your account secure

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next”.

| want to use a different authenticator app

| want to set up a different method

12
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Get the app on your phone

Scan the QR code with your Android or IOS mobile device.

g

Google Play App Store

Authentication method - Verification via phone

5. Inthe case of Verification Phone option, choose your area code (Slovakia (+421)) and
enter your phone number.

Phone X

You can prove who you are by answering a call on your phone or
receiving a code on your phone.

What phone number would you like to use?

Slovakia (+421) ~|  Enter phone number

(@) Receive a code

O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

‘ Cancel ‘

6. Choose a method - Receive a code (recommended).

7. Enter the verification code from the SMS message and press the “Next” button.

13
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Phone X
We just sent a 6 digit code to +421 . Enter the code below.
Enter code

Resend code

‘ Back ‘

8. Press the “Done” button.

Phone P

° Verification complete. Your phone has been registered.

Authentication Method - Mobile Application

Microsoft Authenticator is a free mobile application that can be installed from the Google Play
Store, Samsung Galaxy Store and Apple App Store at the following links:

https://play.google.com/store/apps/details?id=com.azure.authenticator

https://galaxystore.samsung.com/detail /com.azure.authenticator

https://apps.apple.com/app/microsoft-authenticator/id983156458

12. If you haven't downloaded the Microsoft Authenticator app yet, you can click
"Download" and you will see QR codes for download (Google Play, App Store).
Then press the "Next" button.

14
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Microsoft Authenticator

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next",

| want to use a different authenticator app

Get the app on your phone

Scan the QR code with your Android or I0S mobile device.

g

Google Play App Store

13. If you have pressed the “Next” button, i.e., verification by the Mobile application is
selected, the following window will appear. Press the “Next” button again.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”,

oo N

14. Agree to the statement on the protection of your personal data.
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15.

16.

17.

18.

19.

20.

Click “Add work or school account”.

Scan the QR code on your phone (if the application asks for confirmation of access to the
camera, press the “OK“ button).

Note: If you have a problem with scanning the QR code, it is also possible to fill in the code
and the URL address.

In the window for configuring the mobile application, press the “Next” button.

The “Next” button should be greyed out. In your mobile application fill in the number
shown on the screen.

Then the "Next" button from step 7 will turn blue and you can press it.

In the next step, you need to choose an arbitrary name for the application password
with a minimum length of 8 characters. After pressing the "Next" button, you will see
the generated password, which is used for authentication, especially in older versions of
the application. For this reason, we recommend that you save the password. Continue by
pressing the "Done" button.

If you are not required to enter the application password, proceed straight to step 11.

Zabezpecenie vasho konta

Va3a organizacia vyZaduje, aby ste si nastavili nasledujice metody na overenie totoZnosti.

Metoda 2 z 2: Heslo aplikacie
Aplikécia Heslo aplikacie

Heslo aplikacie

Zacnite vytvorenim nazvu pre heslo aplikacie. To ho pomdZe odlisit od ostatnych.

Aky nazov chcete pouZit? Minimalna dizka je 8 znakov.

| lZada,'te nazov hesla aplikacie
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Keep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

7N
Microsoft Authenticator

21. In the last step, press the "Done" button.

22. Ifyou are prompted to approve your login, press the "Approve" button in the mobile app.
Authentication method - Windows application

OTPKEY Authenticator is a free Windows application that can be installed from the Microsoft

Store at the following link:
https://apps.microsoft.com/store/detail/XP9MCLIT4]FZ0B?ocid=pdpshare

Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next",

7. Ifyou have not downloaded the OTPKEY Authenticator application yet, download it on
your computer (e.g. from the Microsoft Store, which can be found in the first part of the
Windows application guide). Then press the "I want to use a different authenticator
app" button.

| want to use a different authenticator app
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Microsoft Authenticator %

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".

oo N

8. Ifyou pressed the "I want to use another authentication application” button, i.e.
authentication by another application is selected, you will see the following window.
Now press the "Next" button.

0] okt @@

Add

There are no OTP entries.

You can add items using the plus button at the
top right.

or
You can restore from your backup in Settings.

For more information about OTPKEY, please visit
www.otpkey.com.

9. In this section, you will see a window with a QR code that needs to be scanned by the
app. Open the OTPKEY Authenticator app and press the @ button (the white cross in
the circle) in the upper right corner to add a new authenticator.

10. Then press on the button in the top right corner to scan the QR code.

18
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Change

Account

Secret

Mode
Time-based OTP v

Algorithm
SHA-1 -

Digits
6 -

Period
a0 -

11. Now the QR code scanner will open, allowing you to scan the QR code displayed when
setting up the second factor in your account. Simply move the scanner over to capture
the QR code.

Note: If you have a problem with scanning the QR code, it is also possible to fill in the
necessary data manually by pressing the "Can't scan the image?" button.

Then in the application, in the Issuer field add the word Microsoft, in the Account field
add your account for which you are setting up two-factor authentication (e.g.
name.surname@upjs.sk ), and in the Secret field add the Secret Key that appears under
the "Can't scan your image?" button.

X

Pomocou aplikacie Microsoft Authenticator naskenujte QR kod. Tym sa aplikacia Microsoft Authenticator
prepoji s vasim kontom.

Po naskenovani QR kédu vyberte polozku Dalej.

ElETEE
iy o
e

| Nedari sa vam naskenovat obrazok?
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12. In the window for the mobile application configuration, press the "ADD" button. Here
you will see a 6-digit code that is being generated every 30 seconds.

13. In the window with the QR code, press the "Next" button.

Authenticator app X

Enter code
K HHR Enter the 6-digit code shown in the Authenticator app.

Enter code

‘ Back ‘

14. In this step, you will be presented with a window where you can test the functionality of
the second factor authentication. The "Next" button should be greyed out at this point.
You can test the second factor authentication functionality by entering the 6-digit code
displayed in the Authenticator application.

12. Then the "Next" button from step 9 will turn blue and now you can press it.

13. At this point, everything you need is already set.
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