
1©2024 Check Point Software Technologies Ltd. 

Tomas Vobruba | Lead SE Slovakia

UNINFOS 2024 Kosice

XDR/XPR & Playblocks and 
more..
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TEAM CHALLENGES

SOC
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Cyber attacks become more sophisticated and costly

*(Check Point ThreatCloud)

32%
increase

41%
increase

Gen V
attacks

in global weekly 

cyber attacks (YoY)

in ransomware 

attacks

at nation 

state scale
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SOC analysts are overwhelmed with alerts

277 Days to identify and contain a breach* 

Security teams struggle to shutdown attacks 

before damage spreads

*(IBM report 2021)

• Endless alerts, false positives

• Multiple tools in silos

• Narrow view of attacks

• Cyber skills shortage
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             Collaborative Improves Security

Overcome Limitations of Silos Make Security Collaborative 

to prevent attacks across 

the entire security estate

make products, people 

& processes work together
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Existing XDR solutions focus on detection

*(IBM report 2021)

What’s preventing attacks from spreading?

“Stitch together 

threat signals”

“Connect the dots”

“Hunt, Investigate 

and Remediate”
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Infinity: Prevention-First Security Operations

Microsoft 

Defender

24/7 SOC Service, 

365 Days

Automation and 

response platform

Collaborative threat 

prevention through intelligent 

AI correlation

Comprehensive threat prevention 

across your entire estate through 

collaborative, intelligent AI correlation
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YOU NEED AN 

XDR SOLUTION 

THAT FOCUSES 

ON PREVENTION



Infinity XDR/XPR

Automatically prevent 
attacks from spreading 
through intelligent 
AI correlation

Fast Onboarding, 
As a Cloud Service 

Simple Investigation 
Experience 

AI Based 
Correlations

Automatic Prevention 
Responses

RELEASE
D IN 
2023
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600K
HIGH/CRITICAL 

INCIDENTS

99% 
NOISE REDUCTION

3 Months of XDR/XPR Efficiency

2 TRILLION
EVENTS
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REAL USE CASES

XDR/XPR
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The Challenge:
Security and Data Silos
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The Goal: 
Bringing it all Together
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Example - A bank in Europe

Anti Virus on 

Endpoint 

was disabled

Process is Signed

by Microsoft, 

runs on Endpoint

Teams process 

Changed Registry

Endpoints communicate 

with unfamiliar domains

User

logs-into 

3 devices

Network 

Traffic to 

unfamiliar 

domains
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CORRELATION 

 

DETECTION 

High Severity Breach 

Is Active on 3 Endpoints 

Compromised 1 User 

• Isolated Infected endpoints 

• Blocked Malicious URLs

• Removed Reset Password for user

• Processes from devices 

COMPREHENSIVE

PREVENTION

Endpoint and Gateway Detections 
Correlated Into XDR/XPR Incident

Clo d  ard ar on   ant  

Bank, EMEA
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DETECTION 

“Raspberr  Robin” 

malware incident 

with compromised 

Endpoint

• Isolated Infected endpoint

• Blocked Malicious IP addresses on 

all connected products to XDR/XPR

COMPREHENSIVE

PREVENTION

Endpoint and Gateway Detections 
Correlated Into XDR/XPR Incident

Clo d  ard ar on   ant  

CORRELATION 

XDR/XPR behavioral signatures 
with evidences detected about the 
malware activity 

 

 ar on   ant  

Government, LATAM
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Thank you very much for your alerting us about this. 

Initial checks the user inserted a USB just prior to 

the incident. The USB was subsequently scanned, 

and the endpoint and the user account password 

was changed. Followed your advice and isolated 

the endpoint through the XDR/XPR portal this 

morning.

Government Company, LATAM

Raspberry Robin Incident
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WORKS

XDR/XPR
HOW
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COMPREHENSIVE  
THREAT PREVENTION

Automatic attack 

prevention across the 

entire security estate

Powered by AI and 

Threat intelligence 

Correlating Check Point 

& Third-Party Events

INTELLIGENT 
CORRELATIONS

Improve posture through 

visibility to attack behavior, 

context and damage

CONSOLIDATED 
ANALYTICS 

XDR/XPR addresses cyber complexity with the 
3Cs of Best Security

C C C 
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XDR/XPR 

Prevention status 

and by 

connected 

sources

Personalized new 

feed powered by 

CP<r> 

Events

XDR/XPR 

integration to 

Endpoint, 

Network, Cloud, 

Mobile and more

Comprehensive Threat Prevention
XDR/XPR takes immediate, comprehensive prevention actions across 

all parts of the security estate
C 
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[Internal Use] for Check Point employees

Events

Comprehensive Threat Prevention
20+ integrations with Check Point and third-party solutionsC 
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Microsoft 

DefenderAI-Based

Threat Cloud 
Intelligence 

Anomalous 
Behavior 
Engine

Threat 

Intelligence 

Feeds

Intelligent Event Correlation
XDR/XPR determines advanced attacks from millions of events to high

confidence incident story
C 
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Microsoft 

Defender

PREVENTION

Comprehensive Threat Prevention
XDR/XPR takes immediate, comprehensive prevention actions across 

all parts of the security estate
C 
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Visibility to all 

compromised entities 

Understand the 

Attack chain using

MITRE mapping

Consolidated Analytics 
XDR/XPR improves posture through visibility to attack behavior, 

context and damage
C 
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Single pane of glass to all 

IOCs from all sources – 

Network, Endpoint, Cloud, 

Email, and more

Quick responses 

to block/allow 

IOCs globally or 

per source 

Multi-tenant ready for 

MSSPs

Part of Infinity 

XDR/XPR 

Events

Ingestion of external 

third-party feeds

Immediate Prevention of the Attack
IOC Management and enforcement across the entire IT environmentC 
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Auto Mitigation and Response 

• Isolate compromised endpoint

• Block malicious indicators 

• Quarantine email

• Endpoint Forensics analysis

• Terminate a process

• Force password change

Immediate Prevention of the Attack
Automatic Response Playbooks across the entire organizationC 
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Security Automation & Response 

Collaborative Security In Action
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Raspberry Robin XPR incident for Government company
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Using Infinity AI Copilot for further investigation
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VirusTotal Seamlessly Integrated in Infinity XDR/XPR
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Using Infinity AI Copilot for forensic details in TH
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Single pane of glass to all IOCs 
from all sources – Network, 
Endpoint, Cloud, Email, and 

more

Quick responses to 
block/allow IOCs 
globally or per 
source 

Multi-tenant ready for 

MSSPs

Part of Infinity 
XDR/XPR 

Ingestion of external 
third-party feeds

Immediate Prevention of the Attack
IOC Management and enforcement across the entire IT environmentC C
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Auto Mitigation and Response 

• Isolate compromised endpoint

• Block malicious indicators 

• Endpoint Forensics analysis

• Terminate a process

• And many more…

Immediate Prevention of the Attack
Automatic Response Playbooks across the entire organizationC C



Infinity Playblocks 

COLLABORATIVE 
SECURITY 
IN ACTION

Endpoint

SaaS 
Applications

Network

Workloads
Public Cloud

Email
Mobile

OT

50+
Out of the box 

Playbooks

NEW

RELEASED 
IN 2023
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Automated, Collaborative Security Across the Enterprise

When an enforcement 
point identifies a potential security 
threat, it triggers 
preventative actions across the 
entire security infrastructure and 
alerts security teams.

Endpoint Network

Mobile

WorkloadsPublic Cloud

SaaS
Applications

Email

OT
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Collaborative Security In Action

I. Stop Web

Vulnerability Exploits

Attacker identified 

on gateway in one geo

Blocked attacker's IP 

across all international 

gateways & alerted admin

II. Prevent

Lateral Movement

Endpoint file 

detected on Endpoint

Quarantined infected 
device and blocked Trojan 
attack

III. Proactive Zero-

Trust Policy Assignment

New type of IoT 

device detected in network

Automatically assigned 

correct zero-trust policy & 

informed admin



37©2024 Check Point Software Technologies Ltd. 

• Trojan neutralized

• Lateral movement prevented

• No interruption to productivity 

or security workflow

• Organization remained safe 

and informed

Stop Lateral Movement
Pharma – 14,000 users

• Chinese Trojan detected on endpoint 

• Endpoint solution unable to mitigate device

• Playblocks blocked outgoing traffic 

to 5 other devices on Gateway

• Infected device automatically quarantined

• Prevented outbound traffic

• Team notified on Slack
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Collaboration Powers the Best Prevention

• Any security product can trigger 
Playblocks to carry 
out automated preventative 
actions

• Collaboration between security 
products prevents attack from 
spreading across environment

• Automatic Check Point 
integration:



39©2024 Check Point Software Technologies Ltd. 

Collaboration Optimizes Operations

• Leverage existing IT 
workflows to keep 
your teams updated
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Thousands of Customers Already Enjoy Playblocks
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• +50 out-of-the-box Playbooks

• 2-minute deployment

• Available as cloud service

Playblocks is Available Today



20 
New XDR/XPR 
Sources

Palo Alto Networks SentinelOne

Trend MicroSophos CrowdStrike

Gateways
Endpoint

Email & Collaboration

Microsoft Defender 
for Endpoint

FortiGate

Network
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Thank You!
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