
Project Achilles
Novel Vulnerability Management System



Whois 

Ing. Adrián Ondov

• Vulnerability Management

• Cyber Threat Intelligence

(+ casual Achilles user)
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Background

1. Cyber Security in Public Sector of SVK

2. Responsible for > 8 200 institutions  
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What is Project Achilles?

Combination of:

1. Open-source SW: ELK stack

2. Proprietary SW: Nessus, The Hive, Cortex

3. Interconnected by Cyber Operations Center (COC)
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Achilles

Goals

1. Identification of Attack Surface

2. Early Warning Capabilities

3. Remediation of Identified Vulnerabilities

4. Attack Surface Reduction

! Cyber Attack Prevention !
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Achilles

Constituency Registry - VISKB

1. Organizational information

2. Contact information

• Roles

• E-mails

• Phone numbers 

3. IP addresses

4. Domain names

5. Network services
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Achilles

The Idea
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Achilles

How Does It Work? 

0. Register organization in VISKB
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Achilles

How Does It Work? 

0. Register organization in VISKB

1. Organization submits:

• Contact info

• PGP/Encryption key

• Domain names, IPs

• Whitelists our Scanner / Informs their SOC

2. Run scan, discover vulnerabilities

3. Send PDF report with findings

16/33



Achilles

What We Hunt For?

1. Vulnerable or Outdated SW 

• Web server

• Wordpress

• Joomla

• Drupal

• Mail server

• …
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Achilles

What We Hunt For?

1. Vulnerable or Outdated SW 

• Web server

• Wordpress

• Joomla

• Drupal

• Mail server

• …

2. Old/Missing TLS/SSL 

3. Website unreachability – 503, 504
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Achilles

What We Discovered?

1. We scanned > 26 000 IPs or domains

2. Discovered > 45 000 vulnerabilities

3. Identified services provided by our 
constituents

20/33



21/33



Achilles

Communicating Findings

1. E-mail PDF report with identified
vulnerabilities

2.  Vulnerability evolution data 
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1. None no response

2. We know, but can’t fix it 

3. Removed the header – please rescan ☺

4. Thank you we fixed it here are more IPs

Achilles

Common Responses
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Achilles

Common Responses

1. None, no response 

2. We know, but can’t fix it 

3. Removed the header – please rescan ☺

4. Thank you, we fixed it, here are more IPs ☺☺☺
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Secondary Activities

Communicating Findings 2.0

1. Tailored webserver hardening guides

2. Regular warning posts

3. Trainings for constituents
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Secondary Activities

Additional Achilles Tasks

• DoS detection – routinely GETting webservers

• Service categorization (internally)

• Tracking false positives

• Tracking self-discovered vulnerabilities
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Benefits so Far?

1. > 400 of removed critical vulnerabilities

2. > 45 000 identified vulnerabilities

3. Shorter incident resolution time

4. Improved communication with constituents

5. Better visibility
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Future Work and Plans?

1. Increasing the frequency of scanning

2. Including more targetted scanners

3. Concurrent scanning

4. Making source code Open-Source
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Lessons Learned

1. We don’t have a problem with vulnerabilities – we have a problem 
with people

2. Nessus is (un)surprisingly accurate (< 0.01% False Positives)

3. Reactivity = Good, Proactivity = Better, Both = The Best

4. Better to be safe than sorry
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Q&A
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